
UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK 

 
IN RE: CANON U.S.A. DATA BREACH 
LITIGATION 

 

This Document Relates To: 

 

All Actions 

 
CASE NO. 1:20-CV-06239-AMD-SJB 

 

 

MEMORANDUM OF LAW IN SUPPORT OF MOTION TO DISMISS 
CONSOLIDATED AMENDED CLASS ACTION COMPLAINT 

 
 
 
 
 
 
BAKER & HOSTETLER LLP 
45 Rockefeller Plaza 
New York, New York 10111 
Tel: (212) 589-4200 
Fax: (212) 589-4201 
Attorneys for Defendants Canon U.S.A., Inc., 
Canon Solutions America, Inc., Canon Software 
America, Inc., Canon Information and Imaging 
Solutions, Inc., Canon Financial Services, Inc., 
Canon Medical Components U.S.A., Inc., Canon 
Information Technology Services, Inc., and NT-
ware USA, Inc. 
 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 1 of 45 PageID #: 402



i 

TABLE OF CONTENTS 

Page 

INTRODUCTION ...........................................................................................................................1 

BACKGROUND .............................................................................................................................3 

ARGUMENT ...................................................................................................................................5 

 PLAINTIFFS LACK ARTICLE III STANDING ...............................................................5 

A. Lost or Diminished Value of PII Is Not a Cognizable Injury. .................................6 

B. Plaintiffs’ Alleged Increased Risk and Potential Mitigation Efforts Are 
Not Sufficient to Confer Standing ...........................................................................7 

C. Plaintiffs’ Allegations of Increased Spam Emails and Phone Calls Do Not 
Constitute a Concrete Injury Fairly Traceable to the Ransomware Attack ...........11 

 THE COMPLAINT SHOULD ALSO BE DISMISSED FOR FAILURE TO 
STATE A CLAIM UPON WHICH RELIEF CAN BE GRANTED .................................12 

A. Standard of Review ................................................................................................12 

B. Plaintiffs Fail to State a Claim for Negligence ......................................................12 

1. A Claim of Negligence Per Se Cannot be Based on a Violation of 
Section 5 of the FTC Act ...........................................................................16 

C. Plaintiffs Fail to State a Claim for Breach of Implied Contract ............................17 

D. Plaintiff Amy Lynn Hamid Fails to State a Third-Party Beneficiary Claim .........19 

E. Plaintiffs Fail to State a Claim for Invasion of Privacy .........................................20 

F. Plaintiffs Fail to State a Claim for Breach of Confidence .....................................21 

G. Plaintiffs Fail to State a Claim Under the Ohio Consumer Protection 
Statutes ...................................................................................................................23 

H. New York General Business Law § 349 Is Inapplicable .......................................24 

I. Florida’s Consumer Protection Statute Is Inapplicable .........................................25 

J. Plaintiffs’ Claims Under California’s Unfair Competition Law and the 
California Consumer Privacy Act Should be Dismissed for Lack of 
Standing and Failure to State a Claim....................................................................26 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 2 of 45 PageID #: 403



 ii 

1. Plaintiffs Fail to Allege an Injury Sufficient for Standing to Bring 
Claims Under the UCL ..............................................................................26 

2. Plaintiffs Have Not Alleged Unlawful or Unfair Business Practices ........28 

3. Plaintiffs CCPA Claim is Improper ...........................................................31 

CONCLUSION ..............................................................................................................................34 

 

  

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 3 of 45 PageID #: 404



 iii 

TABLE OF AUTHORITIES 

 Page(s) 

Cases 

532 Madison Ave. Gourmet Foods, Inc. v. Finlandia Ctr., Inc., 
96 N.Y.2d 280 (2001) ..............................................................................................................15 

Abdale v. North Shore-Long Is. Jewish Health Sys., Inc., 
49 Misc.3d 1027 (Sup. Ct. Queens Cty. 2015) ........................................................................24 

In re Adobe Sys. Inc. Privacy Litig.,  
66 F. Supp. 3d 1197 (N.D. Cal. 2014) .....................................................................................29 

Allen v. Wright, 
468 U.S. 737 (1984) ...................................................................................................................5 

Ambac Assurance Corp. v. U.S. Bank Nat'l Assoc., 
328 F. Supp. 3d 141 (S.D.N.Y. 2018) ......................................................................................15 

Ashcroft v. Iqbal, 
556 U.S. 662 (2009) .................................................................................................................12 

Associated Artists Ent., Inc. v. Walt Disney Pictures, 
172 F.3d 875 (9th Cir. 1999) ...................................................................................................22 

Baba v. Hewlett–Packard Co., 
2010 WL 2486353 (N.D. Cal. June 16, 2010) .........................................................................29 

Barbash v. STX Fin., LLC, 
No. 20 Civ. 123, 2020 WL 6586155 (S.D.N.Y. Nov. 10, 2020) .............................................20 

BDG Oceanside, LLC v. RAD Terminal Corp., 
14 A.D.3d 472 (2d Dep't 2005) ................................................................................................19 

Bell Atl. Corp. v. Twombly, 
550 U.S. 544 (2007) .................................................................................................................12 

In re Brinker Data Incident Litig., 
2020 WL 691848 (M.D. Fla. Jan. 27, 2020) ......................................................................25, 26 

Burrows v. Purchasing Power, LLC, 
2012 WL 9391827 (S.D. Fla. Oct. 18, 2012) .....................................................................21, 25 

California v. Texas, 
141 S.Ct. 2104 (2021) ................................................................................................................9 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 4 of 45 PageID #: 405



 iv 

Carter v. HealthPort Techs., LLC, 
822 F.3d 47 (2d Cir. 2016).......................................................................................................14 

Castillo v. Seagate Tech., LLC, 
No. 16-CV-01958-RS, 2016 WL 9280242 (N.D. Cal. Sept. 14, 2016) .......................13, 14, 15 

Castle v. United States, 
No. 15-0197, 2017 WL 6459514 (N.D.N.Y. Dec. 18, 2017) ..................................................17 

Caudle v. Towers, Perrin, Forster & Crosby, Inc., 
580 F. Supp. 2d 273 (S.D.N.Y. 2008) ................................................................................13, 19 

City First Mortgage Corp. v. Barton, 
988 So.2d 82 (Fla. 4th DCA.2008) ..........................................................................................25 

City of Syracuse v. Loomis Armored US, LLC, 
900 F. Supp. 2d 274 (N.D.N.Y. 2012) .....................................................................................12 

Clapper v. Amnesty Int’l USA, 
568 U.S. 398 (2013) ...................................................................................................................2 

DaimlerChrysler Corp. v. Cuno, 
547 U.S. 332 (2006) ...................................................................................................................5 

Dance v. Town of Southampton, 
95 A.D.2d 442 (2d Dep’t 1983) ...............................................................................................16 

Doe v. Chao, 
540 U.S. 614 (2004) .................................................................................................................13 

Doe v. CVS Pharmacy, Inc., 
982 F.3d 1204 (9th Cir. 2020) .................................................................................................30 

Doe v. Guthrie Clinic, Ltd., 
519 F. App'x 719 (2d Cir. 2013) ..............................................................................................17 

Dugas v. Starwood Hotels & Resorts Worldwide, Inc., 
No. 316CV00014GPCBLM, 2016 WL 6523428 (S.D. Cal. Nov. 3, 2016) ................21, 27, 28 

Edmonson v. Lincoln Nat’l Life Ins. Co., 
725 F.3d 406 (3d Cir. 2013).....................................................................................................14 

Ehret v. Uber Techs., Inc., 
68 F. Supp. 3d 1121 (N.D. Cal. 2014) .....................................................................................27 

Elias v. Hewlett-Packard Co.,  
903 F. Supp. 2d 843 (N.D. Cal. 2012) .....................................................................................31 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 5 of 45 PageID #: 406



 v 

Elk Grove Unified Sch. Dist. v. Newdow, 
542 U.S. 1 (2004) .......................................................................................................................5 

Fernandez v. Leidos, Inc., 
127 F. Supp. 3d 1078 (E.D. Cal. 2015)....................................................................................11 

Fero v. Excellus Health Plan, Inc., 
236 F. Supp. 3d 735 (W.D.N.Y. 2017) ................................................................................6, 20 

Finesse Express, LLC v. Total Quality Logistics, LLC, 
No. 1:20CV235, 2021 WL 1192521 (S.D. Ohio Mar. 30, 2021) ............................................16 

Foster v. Health Recovery Servs., Inc., 
493 F. Supp. 3d 622 (S.D. Ohio 2020) ........................................................................16, 22, 23 

Galaria v. Nationwide Mut. Ins. Co., 
998 F. Supp. 2d 646 (S.D. Ohio 2014) ....................................................................................21 

Gorsuch, Ltd. v. Wells Fargo Nat. Bank Ass'n, 
830 F. Supp. 2d 1202 (D. Colo. 2011) .....................................................................................19 

Goshen v. Mutual Life Ins. Co. of N.Y., 
98 N.Y.2d 314 (2002) ..............................................................................................................24 

Green v. eBay, 
2015 WL 2066531 (E.D. La. May 4, 2015) ...............................................................................6 

Hammond v. The Bank of New York Mellon Corp., 
No. 08 Civ. 6060, 2010 WL 2643307 (S.D.N.Y. June 25, 2010) ......................................12, 14 

HC2, Inc. v. Delaney, 
No. 20-CV-3178 (LJL), 2020 WL 7480675 (S.D.N.Y. Dec. 18, 2020) ..................................22 

Hillside Metro Assocs., LLC v. JPMorgan Chase Bank, Nat. Ass'n, 
747 F.3d 44 (2d Cir. 2014).......................................................................................................20 

Hollingsworth v. Perry, 
570 U.S. 693 (2013) ...................................................................................................................6 

In re iPhone Application Litig., 
844 F. Supp. 2d 1040 (N.D. Cal. 2012) ...................................................................................21 

J.F. Meskill Enterprises, LLC v. Acuity, 
No. 05-CV-2955, 2006 WL 903207 (N.D. Ohio Apr. 7, 2006) ...............................................15 

Jantzer v. Elizabethtown Cmty. Hosp., 
No. 819CV00791BKSDJS, 2020 WL 2404764 (N.D.N.Y. May 12, 2020) ..............................8 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 6 of 45 PageID #: 407



 vi 

Jorgensen v. Century 21 Real Estate Corp., 
217 A.D.2d 533 (2d Dep’t 1995) .............................................................................................14 

Khan v. Children's Nat'l Health Sys., 
188 F. Supp. 3d 524 (D. Md. 2016) ...........................................................................................6 

Korea Supply Co. v. Lockheed Martin Corp., 
29 Cal. 4th 1134, 131 Cal.Rptr.2d 29, 63 P.3d 937 (2003) .....................................................30 

Krottner v. Starbucks Corp., 
406 F. App'x 129 (9th Cir. 2010) .............................................................................................13 

Kwikset Corp. v. Superior Ct., 
51 Cal.4th 310 (2011) ..............................................................................................................27 

Lauria v. Donahue, 
438 F. Supp. 2d 131 (E.D.N.Y. 2006) .....................................................................................17 

In re LinkedIn User Priv. Litig., 
932 F. Supp. 2d 1089 (N.D. Cal. 2013) ...................................................................................18 

Low v. LinkedIn Corp., 
900 F. Supp. 2d 1010 (N.D. Cal. 2012) ...................................................................................18 

Lugo v. St. Nicholas Assocs., 
2 Misc.3d 212 (Sup. Ct. N.Y. Cty. 2003), aff'd, 18 A.D.3d 341 (1st Dep’t 
2005) ........................................................................................................................................16 

Lujan v. Defenders of Wildlife, 
504 U.S. 555 (1992) ...................................................................................................................5 

Maas v. Cornell Univ., 
94 N.Y.2d 87 (1999) ................................................................................................................17 

McMorris v. Carlos Lopez & Assocs., LLC, 
995 F.3d 295 (2d Cir. 2021)...............................................................................................2, 7, 8 

Micek v. Flightsafety Int'l Inc., 
No. 2:03-CV-1015, 2006 WL 22179 (S.D. Ohio Jan. 4, 2006) ...............................................18 

Middleton v. Rogers Ltd., Inc., 
804 F. Supp. 2d 632 (S.D. Ohio 2011) ....................................................................................12 

Miller v. Children’s Hosp. Med. Ctr., 
2006-Ohio-3945 (1st Dist. 2006) .............................................................................................21 

Mills v. Miteq, Inc., 
No. CV 06-752(SJF)(AKT), 2007 WL 2908218 (E.D.N.Y. Sept. 14, 2007) ..........................20 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 7 of 45 PageID #: 408



 vii 

Monroe v. Sarasota Cty. Sch. Bd., 
746 So. 2d 530 (Fla. Dist. Ct. App. 1999) ...............................................................................15 

Moore v. Shahine, 
2021 WL 827694 (S.D.N.Y. Mar. 4, 2021) .............................................................................20 

In re Motions to Certify Classes Against Court Reporting Firms for Charges 
Relating to World Indices, 
715 F. Supp. 2d 1265 (S.D. Fla. 2010) ....................................................................................25 

Muransky v. Godiva Chocolatier, Inc., 
979 F.3d 917 (11th Cir. 2020) .................................................................................................22 

Nadel v. Play–By–Play Toys & Novelties, Inc., 
208 F.3d 368 (2d Cir.2000)......................................................................................................17 

Nageotte v. Cafaro Co., 
160 Ohio App.3d 702, 828 N.E.2d 683 (Ohio Ct. App. 2005) ................................................12 

Naughright v. Weiss, 
826 F. Supp. 2d 676 (S.D.N.Y. 2011) ......................................................................................15 

Parker Madison Partners v. Airbnb, Inc., 
283 F. Supp. 3d 174 (S.D.N.Y. 2017) ........................................................................................6 

Peredia v. HR Mobile Servs., Inc., 
25 Cal. App. 5th 680 (Cal. Ct. App. 2018) ..............................................................................12 

Phillips v. Philip Morris Companies Inc., 
290 F.R.D. 476 (N.D. Ohio 2013) ...........................................................................................23 

Pisciotta v. Old Nat. Bancorp, 
499 F.3d 629 (7th Cir. 2007) ...................................................................................................13 

Poklitar v. CBS, Inc.,  
652 F.Supp. 1023 (S.D.N.Y.1987)...........................................................................................18 

Porges v. RQ Const., Inc., 
79 F. App’x 957 (9th Cir. 2003) ..............................................................................................17 

Raines v. Byrd, 
521 U.S. 811 (1997) ...................................................................................................................5 

Reilly v. Ceridian Corp., 
664 F.3d 38 (3d Cir. 2011).........................................................................................................9 

Ruiz v. Gap, Inc.,  
540 F. Supp. 2d 1121 (N.D. Cal. 2008) ...................................................................................27 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 8 of 45 PageID #: 409



 viii 

Russo v. Banc of Am. Sec., LLC, 
2007 WL 1946541 (S.D.N.Y. June 28, 2007) .........................................................................18 

Schauer v. Morse Operations, Inc., 
5 So. 3d 2 (Fla. 4th DCA 2009) ...............................................................................................25 

In re Sci. Applications Int'l Corp. (SAIC) Backup Tape Data Theft Litig.,  
45 F. Supp. 3d 14 (D.D.C. 2014) .....................................................................................6, 9, 11 

SELCO Cmty. Credit Union v. Noodles & Co., 
267 F. Supp. 3d 1288 (D. Colo. 2017) .....................................................................................15 

Shafran v. Harley-Davidson, Inc., 
No. 07 CIV. 01365 (GBD), 2008 WL 763177 (S.D.N.Y. Mar. 20, 2008) ........................13, 14 

Shmushkina v. Price is Right of Brooklyn, Inc., 
839 N.Y.S.2d 683 (Sup. Ct. Kings Cty. 2007) ........................................................................13 

Shostack v. Diller, 
No. 15-CV-2255 GBD JLC, 2015 WL 5535808 (S.D.N.Y. Sept.16, 2015) ...........................16 

Smahaj v. Retrieval-Masters Creditors Bureau, Inc.,  
69 Misc.3d 597 (Sup. Ct. Westchester Cty. 2020)...................................................................24 

Smith v. 2001 S. Dixie Highway, Inc., 
872 So. 2d 992 (Fla. 4th DCA 2004) .......................................................................................26 

In re Solara Med. Supplies, LLC Customer Data Sec. Breach Litig., 
2020 WL 2214152 (S.D. Cal. May 7, 2020) ......................................................................28, 29 

In re Sony Gaming Networks and Customer Data Sec. Breach Litig.,  
903 F. Supp. 2d 942 (S.D. Cal. 2012) ......................................................................................27 

Spokeo, Inc. v. Robins, 
136 S.Ct. 1540 (2016) ............................................................................................................5, 6 

Strauss v. Belle Realty Co., 
98 A.D.2d 424 (2d Dep't 1983) ................................................................................................19 

T & M Solar & Air Conditioning, Inc. v. Lennox Int’l Inc., 
83 F. Supp. 3d 855 (N.D. Cal. 2015) .......................................................................................17 

Tersigni v. General Tire, Inc., 
91 Ohio App.3d 757, 633 N.E.2d 1140 (Ohio Ct. App. 1993) ................................................18 

TransUnion LLC v. Ramirez,  
141 S.Ct. 2190 (2021) ...................................................................................................... passim 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 9 of 45 PageID #: 410



 ix 

In re U.S. Off. of Pers. Mgmt. Data Sec. Breach Litig., 
928 F.3d 42 (D.C. Cir. 2019) .....................................................................................................7 

Whalen v. Michaels Stores, Inc.,  
689 F. App'x 89 (2d Cir. 2017) ..................................................................................................8 

Willey v. J.P. Morgan Chase, N.A.,  
No. 09 CIV. 1397(CM), 2009 WL 1938987 (S.D.N.Y. July 7, 2009) ..............................32, 33 

In re Zoom Video Commc'ns Inc. Priv. Litig., 
No. 20-CV-02155-LHK, 2021 WL 930623 (N.D. Cal. Mar. 11, 2021) ..................................30 

Statutes 

Cal Civ. Code § 1798.81.5 .............................................................................................................29 

Cal Civ. Code § 1798.82 ................................................................................................................29 

Cal. Civ. Code § 1798.150(a) ..................................................................................................31, 32 

Cal. Civ. Code § 1798.150(b) ........................................................................................................32 

Cal. Bus. & Prof. Code § 17200, et seq. ............................................................................26, 27, 28 

New York General Business Law § 349 ........................................................................................24 

Oh. Rev. C. § 1345.02....................................................................................................................23 

Oh. Rev. C. § 1345.09....................................................................................................................23 

Oh. Rev. C. § 1349.19..............................................................................................................23, 24 

Rules 

Fed. R. Civ. P. 12(b)(1)..............................................................................................................1, 34 

Fed. R. Civ. P. 12(b)(6)........................................................................................................1, 12, 34 

Other Authorities 

Consequential Damages, Black's Law Dictionary (11th ed. 2019) ...............................................26 

 
 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 10 of 45 PageID #: 411



 

INTRODUCTION 

Defendants Canon U.S.A., Inc., Canon Solutions America, Inc., Canon Software America, 

Inc., Canon Information and Imaging Solutions, Inc., Canon Financial Services, Inc., Canon 

Medical Components U.S.A., Inc., Canon Information Technology Services, Inc., and NT-ware 

USA, Inc. (collectively, “Canon” or “Defendants”)1, respectfully submit this memorandum of law 

in support of their motion to dismiss Plaintiffs Michael Finnigan, Kenneth Buchbinder, Brian 

McCartney, Tyrone Villacis, Luis Pichardo, Andrew Hamid, Amy Lynn Hamid, Woodrow Moss, 

and Diana Rouse (collectively, “Plaintiffs”) Consolidated Amended Class Action Complaint (the 

“Complaint” or “Compl.”)(Dkt. 30) pursuant to Federal Rule of Civil Procedure 12(b)(1) for lack 

of standing sufficient to confer subject matter jurisdiction and Rule 12(b)(6) for failure to state a 

claim upon which relief may be granted.   

Plaintiffs are former Canon employees who allege that their personal information was 

potentially accessed by criminal hackers as a result of a sophisticated ransomware attack (the 

“Ransomware Attack”) suffered by Canon in 2020.  As a result, Plaintiffs brought this putative 

class action against Canon alleging “their failure to properly secure and safeguard personally 

identifiable information” of Plaintiffs and members of the putative class who were Canon 

employees.  Plaintiffs’ claims fail for lack of Article III standing and therefore should be dismissed 

under Rule 12(b)(1).  And even if any of the Plaintiffs had standing, they each fail to state a claim 

against Canon, requiring dismissal pursuant to Rule 12(b)(6). 

First, as a threshold matter, Plaintiffs fail to meet their burden of establishing Article III 

standing.  All but three of the Plaintiffs have not even attempted to plead an actual injury-in-fact, 

an essential element of standing.  Instead, they assert vague, boilerplate claims that because a 

 
1 Defendants Canon Medical Components U.S.A., Inc. and Canon Information Technology 
Services, Inc. were never properly served in this matter.  Nevertheless, these entities join in this 
Motion. 
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 2 

hacker may have accessed their information, the value of their personal information has diminished 

and they might, someday, incur a fraudulent charge or identity theft.  None of the Plaintiffs, save 

Plaintiff Rouse—who alleges losses that are not logically related to the Ransomware Attack—

allege expending or losing any money.  (Compl. ¶¶ 137, 140.)  But as the Supreme Court recently 

reiterated in TransUnion LLC v. Ramirez, 141 S.Ct. 2190 (2021), a plaintiff must allege some sort 

of harm that is “concrete.”  And even in the Second Circuit’s recent McMorris decision—decided 

only weeks before TransUnion—only under limited circumstances not present here can a fear of 

future loss constitute a sufficient injury for Article III purposes.  McMorris v. Carlos Lopez & 

Assocs., LLC, 995 F.3d 295, 302 (2d Cir. 2021).  Courts require a “fact-specific inquiry” to 

determine whether a plaintiff has properly alleged standing for Article III purposes and a close 

look at the present facts demonstrates that the Plaintiffs in this case do not meet that burden.   

Six of the nine Plaintiffs—Finnigan, Buchbinder, McCartney, Villacis, Pichardo, and Amy 

Lynn Hamid—have no injury in fact whatsoever.  While three Plaintiffs—Andre Hamid, Moss, 

and Rouse—allege they experienced identity theft after Canon’s systems were compromised, they 

and the rest of the Plaintiffs cannot satisfy a second essential element of Article III standing: that 

the alleged injury to Plaintiffs be “fairly traceable” to Canon.  The Supreme Court repeatedly has 

held that the fairly traceable requirement is not met where plaintiffs “rely on speculation about the 

unfettered choices made by independent actors not before the court.”  E.g., Clapper v. Amnesty 

Int’l USA, 568 U.S. 398, 414 n.5 (2013) (quotation and citation omitted).  That is the situation 

here.  There is no causal link alleged between the Ransomware Attack and an individual filling out 

a Wingstop customer survey in someone else’s name (Plaintiff Andre Hamid), receiving a debit 

card in someone else’s name (Plaintiff Moss), or fraudulent charges to a credit card where no credit 

card information was provided (Plaintiff Rouse).  (Compl. ¶¶ 118, 132, 140.)  
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 3 

Second, even if any Plaintiff could establish standing, Plaintiffs fail to state a claim against 

Canon for numerous reasons.  Most fundamentally, the common law and state law claims all fail 

to satisfy the applicable injury and proximate causation requirements.  While an analysis similar 

to the Article III standing analysis just discussed can be used, the applicable state laws require an 

even higher threshold than Article III requires.  Failure on either issue (injury or causation) is 

sufficient to dismiss all of Plaintiffs’ claims.  

Plaintiffs’ claims also fail for reasons specific to the individual causes of action.  The state 

law claims for negligence and negligence per se fail to adequately allege the required duty, breach, 

causation, or damages.  Plaintiffs rely on conclusory allegations for each of their claims and assert 

claims unrecognized by law.  For example, New York does not recognize a common law tort for 

invasion of privacy and the statutory tort does not apply.  And Plaintiffs’ breach of confidence 

claim is simply inapplicable to the facts alleged in the Complaint. 

Plaintiffs’ state consumer protection claims fail for various reasons related to statutes under 

which they are brought.  Significantly, Plaintiffs in this case are not consumers.  They are Canon 

employees (current and/or former) or beneficiaries of employees and did not give their personal 

information as part of a sale or service.  Further, Canon did not make misrepresentations or 

actionable omissions regarding their data security, even accepting Plaintiffs’ allegations as true.  

This flaw is also fatal to Plaintiffs’ quasi-contract theories.   

For all of the above reasons and as more fully explained herein, all claims brought in the 

Complaint should be dismissed. 

BACKGROUND 

On August 4, 2020, Canon learned that ransomware had been deployed on its computer 

network.  (Compl. ¶ 4.)  Two days later, on August 6, 2020, Canon announced the Ransomware 

Attack to its employees.  (Compl. ¶ 5.)  After an investigation was completed, on November 24, 
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 4 

2020, Canon sent a “Notice of Data Breach” to those employees who worked for Canon from 

2005-2020, as well as their beneficiaries and dependents.  (Compl. ¶ 6.)  Canon’s Notice of Data 

Breach informed the relevant individuals that their information may have been exposed to 

unauthorized activity and that the information at issue included certain names, Social Security 

numbers, driver’s license numbers or government-issued identification numbers, financial account 

numbers provided for direct deposit, electronic signatures, and dates of birth (the “PII”).  (Compl. 

¶ 7.)  The Notice of Data Breach also provided Plaintiffs with a complimentary membership to 

credit monitoring services.  (See Compl. Ex. A, Notice of Data Breach.) 

Based on the Ransomware Attack, but without other supporting facts, Plaintiffs allege that 

Canon failed to “(i) adequately protect the PII of Plaintiffs and Class Members; (ii) warn Plaintiffs 

and Class Members of Defendants’ inadequate information security practices; and (iii) effectively 

secure hardware containing protected PII using reasonable and effective security procedures free 

of vulnerabilities and incidents. “ (Compl. ¶ 11.)  Plaintiffs also allege that Plaintiffs had a “delayed 

response” to the Ransomware Attack.  (Compl. ¶ 10.) 

However, only one plaintiff, Diana Rouse, alleges any actual identity fraud or out of pocket 

costs since the Ransomware Attack.  (Compl. ¶¶ 75-142.)  And only two others, Plaintiff Andre 

Hamid and Plaintiff Moss, allege that any personal information—their email addresses—have 

been misused.  (Compl. ¶¶ 118, 132.)  Plaintiff Moss’s only other allegation of actual identity fraud 

is that he received a debit card with someone else’s name at his address, which while 

understandably confusing, does not plausibly lead to the conclusion that his personal information 

was being used fraudulently.  (Compl. ¶ 132.) 

Otherwise, Plaintiffs rely on generic and speculative theories of harm not tied to any 

specific alleged facts.  Specifically, they allege “(i) lost or diminished value of PII; (ii) out-of-

pocket expenses associated with the prevention, detection, and recovery from identity theft, tax 
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fraud, and/or unauthorized use of their PII; (iii) lost opportunity costs associated with attempting 

to mitigate the actual consequences of the Data Breach. . . .;” and “(iv) the continued and certainly 

increased risk to their PII. . . .”  (Compl. ¶ 12.)  Plaintiffs all further complain of annoyances that 

are experienced by the general public such as spam phone calls, text messages, and emails.  

(Compl. ¶¶ 80, 88, 96, 103, 110, 118, 132, 140.)   

Based on these allegations, the Complaint includes eleven counts against Canon brought 

under common law and consumer protection statutes. 

ARGUMENT 

 PLAINTIFFS LACK ARTICLE III STANDING 

“No principle is more fundamental to the judiciary’s proper role in our system of 

government than the constitutional limitation of federal court jurisdiction to actual cases or 

controversies.” DaimlerChrysler Corp. v. Cuno, 547 U.S. 332, 341-42 (2006) (quoting Raines v. 

Byrd, 521 U.S. 811, 818 (1997)).  Article III standing “enforces the Constitution’s case-or-

controversy requirement.”  DaimlerChrysler, 547 U.S. at 342 (quoting Elk Grove Unified Sch. 

Dist. v. Newdow, 542 U.S. 1, 11 (2004)).  To have standing under Article III “[a] plaintiff must 

allege [1] personal injury [2] fairly traceable to the defendant’s allegedly unlawful conduct and [3] 

likely to be redressed by the requested relief.”  Id. (quoting Allen v. Wright, 468 U.S. 737, 750 

(1984)).   

Injury in fact is the “[f]irst and foremost” of standing’s three elements.  Spokeo, Inc. v. 

Robins, 136 S.Ct. 1540, 1547 (2016). “To establish injury in fact, a plaintiff must show that he or 

she suffered ‘an invasion of a legally protected interest’ that is ‘concrete and particularized’ and 

‘actual or imminent, not conjectural or hypothetical.’”  Id. at 1548 (quoting Lujan v. Defenders of 

Wildlife, 504 U.S. 555, 560 (1992)).  The Supreme Court recently re-emphasized the importance 
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of this requirement in its TransUnion decision: “Under Article III, federal courts do not adjudicate 

hypothetical or abstract disputes.”  141 S.Ct. at 2203. 

Because these are constitutional requirements, “standing in federal court is a question of 

federal law, not state law.”  Hollingsworth v. Perry, 570 U.S. 693, 715 (2013).  The plaintiff “bears 

the burden of establishing these elements” and “[w]here ... a case is at the pleading stage, the 

plaintiff must ‘clearly ... allege facts demonstrating’ each element.”  Parker Madison Partners v. 

Airbnb, Inc., 283 F. Supp. 3d 174, 180 (S.D.N.Y. 2017) (quoting Spokeo, 136 S.Ct. at 1547 

(internal citations omitted)).  A plaintiff must “demonstrate standing for each claim that they press 

and for each form of relief they seek….”  TransUnion, 141 S.Ct. at 2208. 

A. Lost or Diminished Value of PII Is Not a Cognizable Injury. 

Plaintiffs’ first alleged theory of injury is “lost or diminished value” of their PII as a result 

of the Ransomware Attack.  (Compl. ¶ 12.)  Courts have routinely rejected allegations that the 

diminution in value of personal information can support standing.  Fero v. Excellus Health Plan, 

Inc., 236 F. Supp. 3d 735, 755 (W.D.N.Y. 2017) (“Courts have routinely rejected the proposition 

that an individual's personal identifying information has an independent monetary value.”) 

(citation omitted); see also Khan v. Children's Nat'l Health Sys., 188 F. Supp. 3d 524, 531 (D. Md. 

2016) (rejecting standing based on diminution in value theory because plaintiff did not “explain 

how the hackers' possession of that information has diminished its value, nor does she assert that 

she would ever actually sell her own personal information”); Green v. eBay, 2015 WL 2066531, 

at *5 n.5 (E.D. La. May 4, 2015) (“Even if the Court were to find that personal information has an 

inherent value and the deprivation of such value is an injury sufficient to confer standing, Plaintiff 

has failed to allege facts indicating how the value of his personal information has decreased as a 

result of the Data Breach.”); In re Sci. Applications Int'l Corp. (SAIC) Backup Tape Data Theft 

Litig, 45 F. Supp. 3d 14, 30 (D.D.C. 2014) (“As to the value of their personal and medical 
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information, Plaintiffs do not contend that they intended to sell this information on the cyber black 

market in the first place, so it is uncertain how they were injured by this alleged loss.”). 

B. Plaintiffs’ Alleged Increased Risk and Potential Mitigation Efforts Are Not 
Sufficient to Confer Standing  

Plaintiffs next state that their injuries include “out-of-pocket expenses associated with the 

prevention, detection, and recovery from identity theft, tax fraud, and/or unauthorized use of PII” 

and “lost opportunity costs associated with attempting to mitigate the actual consequences of the 

Data Breach, including, but not limited to, lost time.”  (Compl. ¶ 12).  Plaintiffs will undoubtedly 

rely on the Second Circuit’s recent decision in McMorris to contend that they have standing for 

increased risk of identity theft.  In that case, the Second Circuit opined that courts should review 

the following three non-exhaustive factors in determining whether plaintiffs have standing for 

increased risk of identity theft or fraud: (1) whether there was a targeted attempt to obtain the data; 

(2) whether any portion of the dataset has already been misused (even if the plaintiffs themselves 

have not experienced identity theft or fraud); and (3) whether the type of data exposed is sensitive 

such that there is a high risk of identity theft or fraud.  McMorris, 995 F.3d at 300.  The Second 

Circuit explained that “where plaintiffs have shown a substantial risk of future identity theft or 

fraud, ‘any expenses they have reasonably incurred to mitigate that risk likewise qualify as injury 

in fact,’” although they must first adequately plead a “substantial risk of future identity theft” in 

addition to meeting their other pleading requirements.  Id. at 303 (quoting In re U.S. Off. of Pers. 

Mgmt. Data Sec. Breach Litig., 928 F.3d 42, 59 (D.C. Cir. 2019)).   

However, to the extent McMorris expressed an openness to grant standing to plaintiffs 

alleging only risk of future harm, the Supreme Court’s recent decision in TransUnion casts doubt 

on such a holding.  In TransUnion, the Supreme Court stated that “[o]nly those plaintiffs who have 

been concretely harmed by a defendant’s statutory violation may sue that private defendant over 

that violation in federal court.”  141 S.Ct. at 2205 (emphasis in original).  Specifically, the Supreme 
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Court held that the risk of future injury can only satisfy Article III with respect to “forward-

looking, injunctive relief,” and even then “the risk of harm [must be] sufficiently imminent and 

substantial.”  Id. at 2210.  That is not the case here.  Although Plaintiffs’ prayer seeks some 

equitable relief, the bulk of their claims seek damages and their alleged future harm is neither 

imminent nor substantial. 

To the extent the McMorris factors still apply, the allegations of injury in this case are mere 

allegations of speculative future harm, or tenuous intangible alleged harms that fail to meet the test 

articulated in that case.  Instead, the facts of this case are of the type that courts in this Circuit have 

found insufficient to support Article III standing.  Jantzer v. Elizabethtown Cmty. Hosp., No. 

819CV00791BKSDJS, 2020 WL 2404764, at *6 (N.D.N.Y. May 12, 2020) (quoting Whalen v. 

Michaels Stores, Inc., 689 Fed. App'x 89, 90 (2d Cir. 2017) (allegations of mitigation efforts were 

not sufficient where plaintiffs “pleaded no specifics about any time or effort that she herself has 

spent monitoring her credit” and so “she alleged no injury that would satisfy the constitutional 

standing requirements of Article III”) (internal citations omitted).  Here, as in Jantzer, Plaintiffs 

allege non-specific harms and tasks that are common everyday tasks.  For example, Plaintiff 

Finnigan alleges he has spent “at least 2 hours dealing with the Data Breach,” including “accepting 

Canon’s offer of credit monitoring; researching the Data Breach,” and “reviewing credit reports, 

financial account statements.”  (Compl. ¶ 77.)  Similarly, Plaintiff Villacis allegedly spent time 

“researching the Data Breach; reviewing credit reports, financial account statements…researching 

and enrolling in the credit monitoring and identity theft services offered by Canon.”  These vague, 

barebones allegations are not sufficient to establish standing, even after the McMorris decision.  

A year has passed since the Ransomware Attack and all but three of the Plaintiffs cannot 

make any factual allegations to demonstrate that any piece of their personal information, even just 

their email address, has been misused as a result.  This type of unrealized harm is exactly what the 
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Supreme Court’s TransUnion decision held did not constitute injury for Article III purposes.  

TransUnion, 141 S.Ct. at 2211 (“Here, the 6,332 plaintiffs did not demonstrate that the risk of 

future harm materialized—that is, that the inaccurate OFAC alerts in their internal TransUnion 

credit files were ever provided to third parties or caused a denial of credit.”) 

Plaintiffs also fail to allege facts suggesting that the motivation behind the Ransomware 

Attack was to gather information to commit identity fraud.  Of the three Plaintiffs who allege any 

sort of misuse—Andre Hamid, Moss and Rouse (collectively, the “Misuse Plaintiffs”)—only one 

alleges that she incurred fraudulent charges, and those charges are not even related to the 

information to which the attackers allegedly had access.  (Compl. ¶ 140.)  It is difficult to 

rationalize that someone would steal or buy another’s personal information for purposes of filling 

out a customer survey or sending a debit card to someone else’s address.  (Compl. ¶¶ 118, 132.)  

Federal courts have found similar speculative allegations to be insufficient to find standing.  For 

instance, in Reilly v. Ceridian Corp., 664 F.3d 38 (3d Cir. 2011), a database hack possibly exposed 

“employees’ names, addresses, social security numbers, dates of birth, and bank account 

information.”  Id. at 40.  “Still, the Third Circuit held that, where it was ‘not known whether the 

hacker read, copied, or understood the data,’ injury remained speculative.”  In re SAIC, 45 F. Supp. 

3d 14 at 26 (quoting Reilly, 664 F.3d at 40).  Almost identical facts exist in the present case.  

While the three Misuse Plaintiffs allege they experienced some sort of identity theft after 

the Ransomware Attack, none can satisfy the second essential element of Article III standing, that 

the alleged injury be “fairly traceable” to Canon.  See California v. Texas, 141 S.Ct. 2104, 2120 

(2021) (holding that plaintiffs failed to demonstrate Article III standing where they did not “show 

a concrete, particularized injury fairly traceable to the defendants’ conduct”). 

To plausibly allege misuse as a result of a data breach, courts require more than the bare 

allegation that the misuse happened after a breach.  See In re SAIC, 45 F. Supp. 3d at 30 
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(concluding that plaintiffs who alleged actual misuse of their data lacked standing because they 

could not “link their harm to the data breach” at issue).  In this case, there are three Plaintiffs who 

allege some sort of misuse and none that can plausibly link the Ransomware Attack to the harm 

they allegedly suffered.  

Plaintiff Andre Hamid alleges he suffered “actual identity theft and fraud” when his email 

address was “fraudulently used by an individual in Texas to fill out a Wingstop customer survey” 

and that he “received emails from Wingstop in connection with the fraudulent activity.”  (Compl. 

¶ 118).  There is no way to connect the Ransomware Attack on a multinational corporation to 

someone filling out a customer survey with the wrong email address.  If this limited pleading 

constitutes sufficient injury for Article III purposes there would effectively be no bar on the cases 

that could be brought in Federal Court.  Even so, filling out a customer survey using another 

person’s email address can hardly be deemed identity theft.  

Plaintiff Moss alleges he suffered actual identity theft and fraud “including notification 

from CreditWise that his email address was compromised and found on the dark web” and he 

“received a Visa Debit card from Go2Bank in someone else’s name with his address.”  (Compl ¶ 

132.)  While notification that personal information is on the dark web can be disturbing, given the 

many times people in modern society disclose their email addresses on a daily basis there is no 

way to link that to the Ransomware Attack.  Nor does Plaintiff Moss allege that the email address 

has been misused for fraudulent purposes.  Additionally, Plaintiff Moss does not allege that 

CreditWise notified him of any other personal information on the dark web.  Regarding the 

allegation of receipt of someone else’s debit card, it is not clear how that could be linked to 

Ransomware Attack or even constitute identity fraud.  

Lastly, Plaintiff Rouse alleges that she purchased identify theft protection, even though 

free credit monitoring services were provided, and has received “monthly unauthorized charges” 
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for Uber Pass and Amazon Prime.  (Compl. ¶ 140.)  Plaintiff Rouse does not allege on what type 

of credit or debit card these charges appeared, nor does she allege that she gave credit or debit card 

information to Canon that would have been a part of the Ransomware Attack.  In sum, none of the 

Misuse Plaintiffs allege identify fraud that is fairly traceable to the Ransomware Attack. 

C. Plaintiffs’ Allegations of Increased Spam Emails and Phone Calls Do Not 
Constitute a Concrete Injury Fairly Traceable to the Ransomware Attack 

Plaintiffs also claim some sort of increase in the “amount of suspicious, unsolicited 

phishing telephone calls, text messages, and/or email messages” they have received since the 

Ransomware Attack.  (Compl. ¶¶ 80, 88, 96, 103, 110, 118, 140.)  However, not one plaintiff 

alleges that either his or her telephone number or email address was not publicly available before 

the Ransomware Attack.  Phone numbers and email addresses are often a part of the public domain 

and unsolicited contact through those channels, while a common nuisance in modern society, 

cannot constitute a fairly traceable injury to the Ransomware Attack.  Fernandez v. Leidos, Inc., 

127 F. Supp. 3d 1078, 1086 (E.D. Cal. 2015) (quoting In re SAIC, 45 F. Supp. 3d at 33.)  

(“Plaintiff's allegation that he was injured when he received an increasing number of regular mail 

advertisements after the Data Breach targeting his medical conditions is not plausibly alleged as 

an injury fairly traceable to the Data Breach.  Plaintiff has not alleged that his home address is not 

publicly available and therefore ‘would have been difficult for marketers to locate absent the 

assistance of the data thief.’”) (internal citations omitted).   

Plaintiffs’ allegations of future harm and the lack of concrete and particularized injuries 

fairly traceable to the Ransomware Attack are not sufficient for this Court to grant standing and 

their claims should be dismissed. 
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 THE COMPLAINT SHOULD ALSO BE DISMISSED FOR FAILURE TO STATE 
A CLAIM UPON WHICH RELIEF CAN BE GRANTED 

A. Standard of Review 

Under Rule 12(b)(6), a complaint must “contain sufficient factual matter, accepted as true, 

‘to state a claim for relief that is plausible on its face.’”  Ashcroft v. Iqbal, 556 U.S. 662, 678 (2009) 

(quoting Bell Atl. Corp. v. Twombly, 550 U.S. 544, 570 (2007)).  The plausibility standard “asks 

for more than a sheer possibility that a defendant has acted unlawfully.”  Id.  A claim is only 

facially plausible when its actual content allows the court to draw a reasonable inference that the 

defendants are liable for the misconduct alleged.  See id.  “Factual allegations must be enough to 

raise a right to relief above the speculative level ....”  Twombly, 550 U.S. at 555-56.  “Threadbare 

recitals of the elements of a cause of action, supported by mere conclusory statements, do not 

suffice.”  Iqbal, 556 U.S. at 678. 

B. Plaintiffs Fail to State a Claim for Negligence 

“Under New York law, ‘the elements of a negligence claim are the existence of a duty, a 

breach of that duty, and damages proximately caused by that breach of duty.’”  City of Syracuse v. 

Loomis Armored US, LLC, 900 F. Supp. 2d 274, 303 (N.D.N.Y. 2012) (quoting Hammond v. The 

Bank of New York Mellon Corp., No. 08 Civ. 6060, 2010 WL 2643307, *9 (S.D.N.Y. June 25, 

2010)).  These black letter elements of negligence are the same regardless of Plaintiffs’ place of 

residence or the state laws that might apply.  See, e.g., Peredia v. HR Mobile Servs., Inc., 25 Cal. 

App. 5th 680, 687 (Cal. Ct. App. 2018);  Middleton v. Rogers Ltd., Inc., 804 F. Supp. 2d 632, 639 

(S.D. Ohio 2011) (quoting Nageotte v. Cafaro Co., 160 Ohio App.3d 702, 828 N.E.2d 683, 688 

(Ohio Ct. App. 2005)). 

Without offering a single well-pleaded fact in support, Plaintiffs assert Canon’s “negligent 

and/or careless acts and omission” resulted in the compromise of their PII.  (Compl. ¶¶ 7, 13.)  

Plaintiffs make a series of conclusory statements regarding Canon’s “failure to take the steps and 
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opportunities to prevent the Data Breach” without providing any factual basis for those statements.  

(Compl. ¶ 177.)  Plaintiffs essentially allege strict liability: that the Ransomware Attack occurred 

means that Canon was negligent.  But a malicious action by a third party does not automatically 

constitute a breach of any duty.  And even if these rote conclusions were deemed to pass muster, 

Plaintiffs’ negligence claim would still fail for lack of alleged damages.  Shafran v. Harley-

Davidson, Inc., No. 07 CIV. 01365 (GBD), 2008 WL 763177, at *2 (S.D.N.Y. Mar. 20, 2008) 

(quoting Shmushkina v. Price is Right of Brooklyn, Inc., 839 N.Y.S.2d 683, 684 (Sup. Ct. Kings 

Cty. 2007) (“Actual injury is an element of negligence.”)); Castillo v. Seagate Tech., LLC, No. 16-

CV-01958-RS, 2016 WL 9280242, at *2 (N.D. Cal. Sept. 14, 2016) (“Negligence claims also 

require plaintiffs to connect the defendant's allegedly negligent conduct to a cognizable, 

nonspeculative harm.”).  “Historically, New York, has required a high degree of probability that a 

future injury will occur before allowing a plaintiff to recover damages for the potential injury.”  

Caudle v. Towers, Perrin, Forster & Crosby, Inc., 580 F. Supp. 2d 273, 281 (S.D.N.Y. 2008). 

As already discussed, none of Plaintiffs’ alleged injuries are sufficient to confer standing.  

But even if they were, the bar for damages in a negligence action is higher than for Article III 

standing.  For instance, in a Ninth Circuit case, the court deemed the plaintiffs to have standing to 

assert a negligence claim, but nonetheless dismissed for failure to allege damages.  Krottner v. 

Starbucks Corp., 406 F. App'x 129, 131 (9th Cir. 2010) (citing Doe v. Chao, 540 U.S. 614, 624–

25 (2004) (explaining that an individual may suffer Article III injury and yet fail to plead a proper 

cause of action)).  In a Seventh Circuit case, the court allowed standing for negligence, but 

dismissed the claim on its merits: “Without more than allegations of increased risk of future 

identity theft, the plaintiffs have not suffered a harm that the law is prepared to remedy.”  See 

Pisciotta v. Old Nat. Bancorp, 499 F.3d 629, 639 (7th Cir. 2007).  
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Speculative, conclusory allegations of injury, like those made in the Complaint, are not 

sufficient to sustain a claim of negligence.  See Hammond, 2010 WL 2643307, at *9 (“Plaintiffs' 

alleged increased risk of identity theft is insufficient to support Plaintiffs' substantive claims.”) 

(citing Shafran, 2008 WL 763177, at *3 (dismissing a claim of negligence where “Plaintiff's 

alleged injuries are solely the result of a perceived and speculative risk of future injury that may 

never occur.”)). 

Plaintiffs’ negligence-based claims also should be dismissed because they do not allege the 

requisite causal link between Canon’s acts or omissions and any alleged harm stemming from the 

breach—again, a necessary element of a negligence claim.  See, e.g., Jorgensen v. Century 21 Real 

Estate Corp., 217 A.D.2d 533, 534 (2d Dep’t 1995).  Reflecting their failure to meet the 

constitutional minimum of traceability, Plaintiffs also do not plausibly allege proximate cause—a 

higher standard than meeting the standing requirement.  See, e.g., Edmonson v. Lincoln Nat’l Life 

Ins. Co., 725 F.3d 406, 418 (3d Cir. 2013) (“We have … found the traceability requirement met 

even where the conduct in question might not have been a proximate cause of the harm, due to 

intervening events.”); Carter v. HealthPort Techs., LLC, 822 F.3d 47, 55-56, 59 (2d Cir. 2016) 

(the “fairly traceable” standard is “lower than that of proximate causation”). 

In addition, Plaintiffs’ notice-based negligence claim also fails because no Plaintiff alleges 

any facts suggesting that he or she was injured as a result of the supposedly delayed and inadequate 

notice.  Among the laundry list of alleged harms Plaintiffs identify, none arises from delayed or 

inadequate notification as opposed to the breach itself.  Castillo, 2016 WL 9280242, at *5 (noting 

that none of the plaintiffs “pleaded any facts suggesting timelier or more adequate notice would 

have prevented the filing of fraudulent tax returns.”) 

Moreover, even if Plaintiffs had alleged actual harm resulting from the Ransomware 

Attack, that harm would be entirely economic because Plaintiffs allege no physical injury or 
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property damage.  The economic loss doctrine bars tort claims for purely economic loss unless a 

“special relationship” exists between the parties.  Id. (“[P]laintiffs asserting negligence claims 

ordinarily may not recover purely economic damages unconnected to physical injury or property 

damage.”); see also Ambac Assurance Corp. v. U.S. Bank Nat'l Assoc., 328 F. Supp. 3d 141, 159 

(S.D.N.Y. 2018) (quoting 532 Madison Ave. Gourmet Foods, Inc. v. Finlandia Ctr., Inc., 96 

N.Y.2d 280 (2001) (“Under the economic loss doctrine, a defendant is not liable in tort for purely 

economic loss unless the plaintiff demonstrates that the defendant owed a duty, which ‘may arise 

from a special relationship[,] … to protect against the risk of harm to plaintiff.”’) (internal citation 

omitted); SELCO Cmty. Credit Union v. Noodles & Co., 267 F. Supp. 3d 1288, 1292 (D. Colo. 

2017) (“Although each state's economic loss rule has its own nuances, the relevant states all have 

a core standard in common.  Every state at issue here—Colorado, Oregon, Ohio, Indiana, and 

Iowa—has adopted the economic loss rule.”) 

Plaintiffs do not allege a “special relationship” existed between themselves and Canon.  

And none of the few facts alleged in the Complaint would support such a finding.  See Naughright 

v. Weiss, 826 F. Supp. 2d 676, 688 (S.D.N.Y. 2011); Castillo, 2016 WL 9280242, at *6 (holding 

that plaintiffs failed to plead facts establishing their special relationship with Seagate, their 

employer, and therefore the economic loss doctrine barred their claim.); Monroe v. Sarasota Cty. 

Sch. Bd., 746 So. 2d 530, 531 (Fla. Dist. Ct. App. 1999) (“we continue to hold, as a general rule, 

that bodily injury or property damage is an essential element of a cause of action in negligence.  

We will expand the common law tort of negligence, waiving that essential element only under 

extraordinary circumstances which clearly justify judicial interference to protect a plaintiff's 

economic expectations.”); see also J.F. Meskill Enterprises, LLC v. Acuity, No. 05-CV-2955, 2006 
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WL 903207, at *4 (N.D. Ohio Apr. 7, 2006) (“Numerous courts have held that negligence claims 

for economic loss do not survive the economic loss doctrine.”).2 

1. A Claim of Negligence Per Se Cannot be Based on a Violation of 
Section 5 of the FTC Act  

Although Plaintiffs do not include a specific count in the Complaint for negligence per se, 

their negligence claim in Count One includes such a claim.  (Compl. ¶¶ 191-196.)  Regardless, any 

claim for negligence per se should be dismissed.   

Under New York law, violation of a statute that establishes a “specific safety duty” can 

constitute negligence per se if violation of the statute is proved, the party is found negligent, and 

the violation is found to be the proximate cause of injury.  See Lugo v. St. Nicholas Assocs., 2 

Misc.3d 212, 218 (Sup. Ct. N.Y. Cty. 2003), aff'd, 18 A.D.3d 341 (1st Dep’t 2005) (citing Dance 

v. Town of Southampton, 95 A.D.2d 442, 445 (2d Dep’t 1983)).  “However, the attribution of 

negligence per se to a statutory violation should not be applied inflexibly, but requires an exercise 

of judgment as to the appropriateness of the statute for that purpose.”  Id.  New York law does not 

allow claims for negligence per se based on violations of statutes where no private right of action 

exists.  Id. (“If mere proof of a violation of the ADA were to establish negligence per se, plaintiff 

would effectively be afforded a private right of action that the ADA does not recognize.”)  

Therefore, Plaintiffs’ claim of negligence per se for violation of the FTC Act fails on its face as 

the FTC Act does not provide for a private right of action.  Shostack v. Diller, No. 15-CV-2255 

GBD JLC, 2015 WL 5535808, at *9 (S.D.N.Y. Sept.16, 2015).   

 
2 Additionally, to the extent Ohio law applies to Plaintiff Finnigan, his claims for negligence and 
breach of implied contract cannot coexist.  Foster v. Health Recovery Servs., Inc., 493 F. Supp. 3d 
622, 639 (S.D. Ohio 2020); see also Finesse Express, LLC v. Total Quality Logistics, LLC, No. 
1:20CV235, 2021 WL 1192521, at *7 (S.D. Ohio Mar. 30, 2021) (dismissing Plaintiffs’ negligence 
claim where the negligence and breach of contract claims are premised on the same allegations 
and the same damages claims.)   
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Further, the claim should be dismissed because Plaintiff failed to adequately plead the 

requisite element of injury or damages.  See, e.g., Castle v. United States, No. 15-0197, 2017 WL 

6459514, at *10 (N.D.N.Y. Dec. 18, 2017) (“[A] finding of negligence per se does not make a 

party liable, as it still must be established that the action giving rise to the negligence per se finding 

was the proximate cause of the alleged injury.”).  To the extent the Court finds them applicable, 

the laws of Plaintiffs’ home states are consistent with that of New York.  

C. Plaintiffs Fail to State a Claim for Breach of Implied Contract 

Plaintiffs Finnigan, Buchbinder, McCartney, Villacis, Pichardo, Andrew Hamid, Moss and 

Rouse’s (collectively, the “Employee Plaintiffs”) implied contract theory in Count Two rests solely 

on the allegation that they were required to provide their personal information, along with the 

personal information of their beneficiaries and dependents, as a condition of their employment.  

(Compl. ¶¶ 199-201.)  But Plaintiffs have failed to allege facts showing the claim’s essential 

elements of consideration, mutual assent, and cognizable damages.  See e.g. Maas v. Cornell Univ., 

94 N.Y.2d 87, 93-94 (1999); T & M Solar & Air Conditioning, Inc. v. Lennox Int’l Inc., 83 F. 

Supp. 3d 855, 872 (N.D. Cal. 2015); Porges v. RQ Const., Inc., 79 F. App’x 957, 958 (9th Cir. 

2003).  The Employee Plaintiffs do not plead any company-specific documents or policies from 

which one could infer an implied contractual duty to protect Plaintiffs’ information.  Merely 

claiming that an implied contract arose from the course of conduct between the parties is 

insufficient to defeat a motion to dismiss.  Lauria v. Donahue, 438 F. Supp. 2d 131, 144 (E.D.N.Y. 

2006) (dismissing claims for breach of an implied contract where “[t]he complaint fails to 

sufficiently allege or give notice of the required elements of an agreement between the parties, 

express or implied”); see also Nadel v. Play–By–Play Toys & Novelties, Inc., 208 F.3d 368, 377 

n.5 (2d Cir.2000) (explaining that an implied-in-fact contract requires the elements of 

consideration, mutual assent, legal capacity and legal subject matter); Doe v. Guthrie Clinic, Ltd., 
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519 F. App'x 719, 721 (2d Cir. 2013) (“Because Doe's breach of contract claim is more properly 

cast as a claim in tort rather than contract, the District Court correctly dismissed it.”) 

As Plaintiffs have not pointed to any written document or even verbal statement that 

providing personal information was part of their employment agreement, they certainly cannot 

plead reliance, a required element of a breach of contract claim.  Russo v. Banc of Am. Sec., LLC, 

2007 WL 1946541, at *5 (S.D.N.Y. June 28, 2007) (finding that employee policy manual 

provision does not create a breach of implied contract where plaintiff employee fails to show 

reliance on the manual); see also Poklitar v. CBS, Inc., 652 F.Supp. 1023, 1030 (S.D.N.Y.1987) 

(“New York courts have routinely dismissed implied contract claims where employees have failed 

to show reliance.’”) 

To the extent Ohio law applies to Plaintiff Finnigan’s claims, in order to prevail on an 

implied contract claim, an at-will employee has the “heavy burden” of proving each element 

necessary to the formation of a contract.  Micek v. Flightsafety Int'l Inc., No. 2:03-CV-1015, 2006 

WL 22179, at *7 (S.D. Ohio Jan. 4, 2006).  Further, a plaintiff must present evidence of an offer, 

acceptance, and consideration, which Plaintiffs here have failed to do.  See Tersigni v. General 

Tire, Inc., 91 Ohio App.3d 757, 760, 633 N.E.2d 1140, 1142 (Ohio Ct. App. 1993). 

Finally, Plaintiffs’ contract claim fails in all states for lack of cognizable damages.  As 

explained above, Plaintiffs’ fears of increased risk of future harm, and the three plaintiffs’ nominal 

harms, are not sufficient for standing purposes.  But even courts that have allowed standing to sue 

based on an alleged threat of future injuries have gone on to hold that these allegations are not 

enough to make out a claim for contract damages.  See Low v. LinkedIn Corp., 900 F. Supp. 2d 

1010, 1028 (N.D. Cal. 2012) (“Nominal damages, speculative harm, or threat of future harm do 

not suffice to show legally cognizable injury.”)  Plaintiffs’ various other damages theories are 

equally unavailing.  See, e.g., In re LinkedIn User Priv. Litig., 932 F. Supp. 2d 1089, 1094 (N.D. 
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Cal. 2013) (rejecting overpayment damages as grounds for standing for alleged breach of data 

security promises because “[t]he economic loss Plaintiff alleges – not receiving the full benefit of 

his bargain – cannot be the ‘resulting damages’ of this alleged breach”).  As such, Plaintiffs’ claim 

for breach of implied contract should be dismissed for failure to state a claim. 

D. Plaintiff Amy Lynn Hamid Fails to State a Third-Party Beneficiary Claim 

To succeed on a third-party beneficiary theory under New York law, the party “must 

establish (1) the existence of a valid and binding contract between other parties, (2) that the 

contract was intended for his or her benefit, and (3) that the benefit to him or her is sufficiently 

immediate, rather than incidental, to indicate the assumption by the contracting parties of a duty 

to compensate him if the benefit is lost.”  Caudle, 580 F. Supp. 2d at 284 (citing BDG Oceanside, 

LLC v. RAD Terminal Corp., 14 A.D.3d 472, 473 (2d Dep't 2005)).  While the third-party 

beneficiary does not have to establish that it is explicitly mentioned in the contract, New York law 

requires that the parties' intent to benefit a third-party be shown on the face of the contract.  Id.  

(citing Strauss v. Belle Realty Co., 98 A.D.2d 424, 426 (2d Dep't 1983)).  To the extent applicable, 

the same principles apply under Colorado law.  See Gorsuch, Ltd. v. Wells Fargo Nat. Bank Ass'n, 

830 F. Supp. 2d 1202, 1205 (D. Colo. 2011) (“However, a person who is not a party to an 

agreement may enforce a contractual obligation if the promise to be enforced is expressly stated 

in the contract, or is apparent from the agreement and surrounding circumstances, and the benefit 

conferred is direct and not incidental.”) 

In this case, Plaintiff Amy Lynn Hamid pleads only that “Defendants entered into 

agreements with their current and former employees related to PII that these current and former 

employees provided to Defendants, including PII of the current and former employees and their 

beneficiaries and dependents.”  (Compl. ¶ 206.)  She does not provide any details as to the alleged 

agreement regarding PII or any details demonstrating that the non-specified contract was intended 
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for her benefit.  Lastly, she does not indicate on what basis the benefit of the non-specified contract 

was immediate or incidental.  Such barebones allegations cannot satisfy a third-party beneficiary 

claim.  “Proving third-party beneficiary status requires that the contract terms “‘clearly evidence[] 

an intent to permit enforcement by the third party’ in question.”  Fero v. Excellus Health Plan, 

Inc., 236 F. Supp. 3d 735, 767 (W.D.N.Y. 2017) (quoting Hillside Metro Assocs., LLC v. 

JPMorgan Chase Bank, Nat. Ass'n, 747 F.3d 44, 49 (2d Cir. 2014)) (internal citations omitted).  

The Complaint does not come close to alleging that the purported contract, of which no details 

have been provided, was intended to permit enforcement of an alleged failure to adequately protect 

PII, by any third-party.  As such, Count Three must be dismissed. 

E. Plaintiffs Fail to State a Claim for Invasion of Privacy 

As a threshold matter, in New York there is “no common-law right of action for invasion 

of privacy.”  Mills v. Miteq, Inc., No. CV 06-752(SJF)(AKT), 2007 WL 2908218, at *5 (E.D.N.Y. 

Sept. 14, 2007) (citation omitted).  New York has codified the right of action for invasion of 

privacy and it applies “only when one's name, likeness or voice has been used for advertising 

purposes or in commerce without permission.”  Mills, 2007 WL 2908218, at *5 (denying motion 

to amend to assert a claim for invasion of privacy because “New York recognizes a cause of action 

for invasion of privacy only when one's name, likeness or voice has been used for advertising 

purposes or in commerce without permission”); see also Moore v. Shahine, 2021 WL 827694, at 

*7 (S.D.N.Y. Mar. 4, 2021) (quoting Barbash v. STX Fin., LLC, No. 20 Civ. 123, 2020 WL 

6586155, at *2 (S.D.N.Y. Nov. 10, 2020)) (“New York ‘does not recognize a common-law right 

of privacy and provides a statutory remedy only for the commercial use of a living person's name, 

portrait, picture, or voice without their consent.’”)  

To the extent the laws of Ohio, Florida, California, or Colorado were to apply to any of the 

Plaintiffs’ claims from those states, their invasion of privacy actions fail as those torts do not apply 
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to the types of allegations made in the Complaint.  Plaintiffs do not clearly state the theory under 

which they bring their invasion of privacy claim, but the only theory that could potentially make 

sense based on their allegations is “intrusion upon seclusion.”3  And such a claim requires the 

element of intent—which is clearly missing from this case.  See Miller v. Children’s Hosp. Med. 

Ctr., 2006-Ohio-3945 at ¶ 15 (1st Dist. 2006) (noting that intrusion upon seclusion requires an 

intentional intrusion); Dugas v. Starwood Hotels & Resorts Worldwide, Inc., No. 

316CV00014GPCBLM, 2016 WL 6523428, at *12 (S.D. Cal. Nov. 3, 2016) (dismissing invasion 

of privacy claim where plaintiff failed to allege any facts suggesting the data breach was an 

intentional violation of plaintiff’s privacy as opposed to one caused by negligence.); In re iPhone 

Application Litig., 844 F. Supp. 2d 1040, 1063 (N.D. Cal. 2012) (“Even negligent conduct that 

leads to theft of highly personal information, including social security numbers, does not ‘approach 

[the] standard’ of actionable conduct under the California Constitution and thus does not constitute 

a violation of Plaintiffs' right to privacy”); Burrows v. Purchasing Power, LLC, 2012 WL 9391827, 

at *6 (S.D. Fla. Oct. 18, 2012) (dismissing an invasion of privacy claim where the company did 

not intentionally divulge plaintiff’s PII).  Count Four should thus be dismissed. 

F. Plaintiffs Fail to State a Claim for Breach of Confidence 

Plaintiffs’ Breach of Confidence claim in Count Five should be dismissed because (1) the 

type of information at issue in the case is not the type that is protected by this cause of action, and 

(2) there are no allegations that Canon disseminated any information themselves.  “To plead a 

claim for disclosure of confidential information, a plaintiff must allege facts showing that there 

was confidential information belonging to him that was disclosed, identify the information, and 

 
3 “The tort of invasion of privacy by publication of private facts includes as an element publicity 
to the public at large or to so many persons that the information is certain to become public 
knowledge.”  Galaria v. Nationwide Mut. Ins. Co., 998 F. Supp. 2d 646, 662 (S.D. Ohio 2014).  
That element is obviously missing here and thus invasion of privacy by publication of private 
facts is inapplicable. 
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plead sufficient facts that a reasonable inference can be drawn that the defendant was the source 

of the information.”  HC2, Inc. v. Delaney, No. 20-CV-3178 (LJL), 2020 WL 7480675, at *10 

(S.D.N.Y. Dec. 18, 2020).  Plaintiffs’ allegations that Canon’s “failure to prevent and avoid the 

Data Breach from occurring, plaintiffs’ and the Nationwide Class’s PII was disclosed and 

misappropriated to unauthorized third parties beyond Plaintiffs’ and Nationwide’s Class’s 

confidence, and without their permission” does not constitute a basis for a breach of confidence 

claim.  (See Compl. ¶ 231.) 

To the extent the laws of other Plaintiffs’ home states might apply, the allegations are 

similarly insufficient.  In Ohio, the claim fails because Canon did not commit an intentional or 

unintentional act of disclosure.  Foster v. Health Recovery Servs., Inc., 493 F. Supp. 3d 622, 636 

(S.D. Ohio 2020) (dismissing a breach of confidence claim when the allegation was that a third-

party exploited a “security weakness to access the information without Defendant’s 

authorization.”).  Florida courts are unclear on whether breach of confidence is a redressable tort, 

but to the extent it is, the interpretation is consistent with New York courts.  See Muransky v. 

Godiva Chocolatier, Inc., 979 F.3d 917, 932 (11th Cir. 2020) (“it is unsurprising 

that breach of confidence claims traditionally arise in the context of close professional 

relationships—those involving physicians, therapists, financial institutions, and the like.”)  In 

California, breach of confidence claims generally relate to breach of copyrights or trade secrets.  

The type of information at issue here is not applicable.  See Associated Artists Ent., Inc. v. Walt 

Disney Pictures, 172 F.3d 875 (9th Cir. 1999) (noting that to establish a claim of breach of 

confidence, the plaintiff must establish it conveyed an idea that is both confidential and novel).  

As a breach of confidence claim does not apply to the facts of this case, this claim must be 

dismissed. 
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G. Plaintiffs Fail to State a Claim Under the Ohio Consumer Protection Statutes 

Plaintiffs Finnigan and Moss fail to plead any of the requisite elements for a claim under 

the Consumer Sales Practices Act (“CSPA”) Ohio Stat. § 1345.02 et seq. and Ohio Consumer 

Protection Law (“OCPA”) § 1349.19.  The CSPA prohibits an “unfair or deceptive act or practice 

in connection with a consumer transaction.”  Oh. Rev. C. § 1345.02, 1345.09.  To bring a class 

action under the CSPA, Plaintiffs’ “complaint must allege that defendant's conduct was 

substantially similar to conduct that was either: (1) established as deceptive by an Ohio 

administrative rule; or (2) found to be deceptive by an Ohio state Court decision.”  Foster, 493 F. 

Supp. 3d at 637 (citing Phillips v. Philip Morris Companies Inc., 290 F.R.D. 476, 478 (N.D. Ohio 

2013)). 

The claims under the CSPA cannot be maintained because Plaintiffs are not consumers of 

Canon’s and do not specify any statements constituting Canon’s “false and misleading 

representations.”  (Compl. ¶ 254.)  Plaintiffs are employees who provided personal information to 

Canon as a part of their employment and therefore this is not a situation in which the consumer 

protection statutes apply.  Furthermore, Plaintiffs fail to allege any false or misleading statements 

made by Canon, much less with any particularity as required.  The hackers’ potential unauthorized 

access to Canon’s employment data simply does not raise consumer protection issues.   

Plaintiffs also allege that Canon “failed to disclose the Data Breach to Plaintiffs Finnigan 

and Moss and the Ohio Class in a timely and accurate manner in violation of Ohio. Stat. § 

1349.19(B)(2).” (Compl. ¶ 251.)  This statute, however, does not provide for a private right of 

action.  The statute provides only for an investigation by the attorney general.  See Ohio Stat. § 

1349.19(I).  As Plaintiffs are not consumers for purposes of the CSPA and have no standing to 

bring a claim under the OCPA—and their conclusory claims provide no factual basis in any 

event—Count Seven should be dismissed. 
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H. New York General Business Law § 349 Is Inapplicable 

Plaintiffs’ claim in Count Six that Canon violated New York General Business Law § 349 

(“NY GBL”)should be dismissed because, as discussed above (1) Plaintiffs are not consumers, but 

employees, under the relevant facts and (2) Plaintiffs do not point to any statement or document 

made by Canon that was deceptive.  A prima facia case under NY GBL § 349(h) requires “a 

showing that the defendant engaged in a consumer-oriented act or practice that was ‘deceptive or 

misleading in a material way and that the plaintiff has been injured by reason thereof’” Abdale v. 

North Shore-Long Is. Jewish Health Sys., Inc., 49 Misc.3d 1027 (Sup. Ct. Queens Cty. 2015), 

(quoting Goshen v. Mutual Life Ins. Co. of N.Y., 98 N.Y.2d 314, 324 (2002)).   

Even if Plaintiffs alleged specific language from a privacy policy stating that Canon would 

keep personal information secure (they do not), the claim would still be insufficient because there 

was not an unlimited guaranty that information could not be stolen or hacked.  “Here, despite the 

broad language contained in the complaint, the statements allegedly made by defendants in the 

privacy policy and online notices do not constitute an unlimited guaranty that patient information 

could not be stolen or that computerized data could not be hacked.”  Abdale, 49 Misc.3d at 1039 

(holding that alleged failure to safeguard private information from theft was not misleading or a 

deceptive practice within the meaning of the statute); see also Smahaj v. Retrieval-Masters 

Creditors Bureau, Inc., 69 Misc.3d 597, 609, 828 (Sup. Ct. Westchester Cty. 2020) (CBLPATH’s 

alleged failure to safeguard information on AMCA's networks did not mislead plaintiff in any 

material way and does not constitute a deceptive practice within the meaning of General Business 

Law § 349) (internal citation omitted).  As Plaintiffs fail to allege the essential elements of a NY 

GBL claim, Count Six should be dismissed. 

Case 1:20-cv-06239-AMD-SJB   Document 32   Filed 08/25/21   Page 34 of 45 PageID #: 435



 25 

I. Florida’s Consumer Protection Statute Is Inapplicable 

“To state a claim under the FDUTPA a plaintiff must allege a deceptive act or unfair 

practice, causation, and actual damages.”  Burrows, 2012 WL 9391827, at *5 (citing City First 

Mortgage Corp. v. Barton, 988 So.2d 82, 86 (Fla. 4th DCA.2008)).  A deceptive practice is defined 

as a “material representation or omission that is likely to mislead the consumers acting reasonably 

under the circumstances.”  Burrows, 2012 WL 9391827, at *5 (quoting In re Motions to Certify 

Classes Against Court Reporting Firms for Charges Relating to World Indices, 715 F. Supp. 2d 

1265, 1281 (S.D. Fla. 2010)) (internal citations omitted).  An unfair practice is one that “causes or 

is likely to cause substantial injury to consumers which is not reasonably avoidable by consumers 

themselves and not outweighed by countervailing benefits to consumers or to competition.”  In re 

Motions, 715 F.Supp.2d at 1277.  Importantly, FDUTPA “’entitles a consumer to recover damages 

attributable to the diminished value of the goods or services received but does not authorize 

recovery of consequential damages to other property attributable to the consumer's use of such 

goods or services.’”  In re Brinker Data Incident Litig., 2020 WL 691848, at *13 (M.D. Fla. Jan. 

27, 2020) (quoting Schauer v. Morse Operations, Inc., 5 So. 3d 2, 6 (Fla. 4th DCA 2009)) (internal 

citations omitted). 

To begin, as discussed above, Plaintiffs in this case are not consumers, but rather 

employees and their dependents, and thus FDUTPA does not provide Plaintiffs with a cause of 

action.  Further, even if Plaintiffs were found to be consumers for purposes of this law, they have 

no damages recognized by the statute (particularly the Florida Plaintiffs, Villacis and Pichardo).  

The damages they allege are “damages arising from identity theft and fraud; out-of-pocket 

expenses associated with procuring identity protection and restoration services; increased risk of 

future identity theft and fraud, and the costs associated therewith; and time spent monitoring, 

addressing, and correcting the current and future consequences of the data breach.”  (Compl. ¶ 
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297.)  None of these alleged damages relate to the “property that is the subject of the future 

transaction.”  § 501.212(3).  To the extent they qualify as damages, they are consequential 

damages, “losses that do not flow directly and immediately from an injurious act but that result 

indirectly from the act.”  Consequential Damages, Black's Law Dictionary (11th ed. 2019).  These 

types of damages are not recognized under FDUTPA and thus Count Eleven must be dismissed.  

See In re Brinker Data Incident Litig., 2020 WL 691848, at *13 (dismissing a FDUTPA case 

because “unauthorized charges, lost time, and lost cash-back rewards are all consequential 

damages.”); Smith v. 2001 S. Dixie Highway, Inc., 872 So. 2d 992, 994 (Fla. 4th DCA 2004) 

(upholding dismissal of a complaint where only consequential damages were sought which did not 

constitute a recoverable loss under the statute and, therefore, failed to state a cause of action).   

J. Plaintiffs’ Claims Under California’s Unfair Competition Law and the 
California Consumer Privacy Act Should be Dismissed for Lack of Standing 
and Failure to State a Claim 

1. Plaintiffs Fail to Allege an Injury Sufficient for Standing to Bring 
Claims Under the UCL 

Plaintiff Rouse—the only Plaintiff from California—asserts claims under California’s 

Unfair Competition Law, Cal. Bus. & Prof. Code § 17200, et seq. (the “UCL”) in Counts Eight 

and Nine for alleged unlawful, unfair, and fraudulent business practices.  To support these claims, 

Plaintiff Rouse alleges that Canon maintained inadequate data security, failed to provide adequate 

notice of the security incident, and engaged in “unlawful acts and practices by failing to establish 

adequate security practices and procedures as set forth above, by soliciting and gathering the PII 

of Plaintiffs and the Nationwide Class knowing that the information would not be adequately 

protected, and by storing the PII of Plaintiffs and the Nationwide Class in an unsecure electronic 

system…”  (Compl. ¶¶ 263, 273.)    

As set forth in Part I above, Plaintiff Rouse fails to allege injuries sufficient to establish 

standing to bring this case in general under Article III.  But even if the Court finds standing under 
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Article III, the requirements for UCL specific standing are more stringent than federal standing 

requirements and are not met by non-specific, rote allegations. Dugas v. Starwood Hotels & 

Resorts Worldwide, Inc., 2016 WL 6523428, at *11 (S.D. Cal. Nov. 3, 2016).  To have standing 

under the UCL, a plaintiff must “(1) establish a loss or deprivation of money or property sufficient 

to qualify as injury in fact, i.e., economic injury, and (2) show that that economic injury was the 

result of, i.e., caused by, the unfair business practice or false advertising that is the gravamen of 

the claim.”  Kwikset Corp. v. Superior Ct., 51 Cal.4th 310, 322 (2011) (emphasis in original).  The 

injury-in-fact must specifically involve lost money or property.  Dugas, 2016 WL 6523428, at *11 

(quoting Ehret v. Uber Techs., Inc., 68 F. Supp. 3d 1121, 1132 (N.D. Cal. 2014)). 

This case clearly does not involve a false advertising claim or allegations of an unfair 

practice toward consumers.  Instead, Plaintiff Rouse alleges injuries based on the “unfair business 

practices” of the Ransomware Attack.  Plaintiff Rouse's allegations that Canon's conduct with 

respect to the incident caused “damages to and diminution in the value of her Private Information, 

a form of property that Canon obtained,” causing her to spend time “dealing with these incidents 

resulting from the Data Breach [] time Plaintiff Rouse otherwise would have spent on other 

activities, such as work and/or recreation,” (Compl. ¶¶ 139, 141), among the other vague injuries 

alleged, are not losses of money or property under the UCL.  In re Sony Gaming Networks and 

Customer Data Sec. Breach Litig., 903 F. Supp. 2d 942, 965-66 (S.D. Cal. 2012) (holding that 

“heightened risk of identity theft” and “time and money spent” on mitigation efforts are not losses 

of money or property under the UCL).  In addition, a theft of personal information is not an injury 

under the UCL.  Ruiz v. Gap, Inc., 540 F. Supp. 2d 1121, 1127 (N.D. Cal. 2008) (rejecting 

contention that “the unauthorized release of personal information constitutes ‘loss of property’ as 

that phrase is understood in [the UCL]”).  
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Further, while Plaintiff Rouse alleges that she incurred unauthorized charges to Amazon 

and Uber on an unspecified account, she nowhere states that she suffered an out-of-pocket loss.  

(Compl. ¶ 140.)  These are almost the exact facts under which the Southern District of California 

dismissed a UCL claim of unfair and unlawful business practices: 

Plaintiff has alleged that unauthorized charges were made on his 
credit card, that he will incur damages to monitor identity theft, and 
that he has spent time responding to the unauthorized charges on his 
credit card…none of these allegations demonstrate that Plaintiff has 
suffered a loss of money or property.  In addition, as stated above, 
Plaintiff has, moreover, failed to establish that the loss of his PII 
constitutes a form of property that could qualify as property under 
the UCL. 

 
Dugas, 2016 WL 6523428, at *11.  As such, Plaintiff Rouse lacks standing to bring claims under 

the UCL and Counts Eight and Nine should be dismissed. 

 Plaintiffs’ allegations regarding restitution and disgorgement under the UCL highlight their 

lack of standing and the inapplicability of the UCL to the conduct alleged.  The Complaint alleges 

that Plaintiffs seek “restitution to Plaintiffs and the Nationwide Class of money or property that 

Defendants acquired by means of their unlawful and unfair business practices, disgorgement of all 

profits Defendants received as a result of their unlawful and unfair business practices.”  (Compl. 

¶ 269.)  But as Plaintiffs were Canon employees, restitution in this context makes no sense and 

Canon did not receive “profits” from its use of Plaintiffs’ personal information.  In other words, 

Canon gained nothing from the use of Plaintiffs’ information and Plaintiffs have no losses.  These 

boilerplate allegations that have no applicability to the circumstances in this matter demonstrate 

that Plaintiffs’ UCL claims are inappropriate. 

2. Plaintiffs Have Not Alleged Unlawful or Unfair Business Practices 

Plaintiffs fail to plead the “unlawful” prong of the UCL.  “The unlawful prong of the 

UCL prohibits anything that can properly be called a business practice and that at the same time 

is forbidden by law.”  In re Solara Med. Supplies, LLC Customer Data Sec. Breach Litig., 2020 
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WL 2214152, at *11 (S.D. Cal. May 7, 2020) (quoting In re Adobe Sys. Inc. Privacy Litig., 66 F. 

Supp. 3d 1197, 1225 (N.D. Cal. 2014).  However, a UCL claim “must identify the particular 

section of the statute that was violated and must describe with reasonable particularity the facts 

supporting the violation.”  In re Solara, 2020 WL 2214152, at *11 (quoting Baba v. Hewlett–

Packard Co., 2010 WL 2486353, *6 (N.D. Cal. June 16, 2010) (internal quotation marks 

omitted)). 

Although Plaintiffs cite Cal Civ. Code §§ 1798.81.5, they do not provide any specific 

allegations as to what security practices or procedures were inadequate or not “reasonable security 

procedures and practices appropriate to the nature of the information.”  (Compl. ¶¶ 263, 265, 280.)  

Plaintiffs allege only that Canon violated the statute “by soliciting and gathering the PII of 

Plaintiffs and the Nationwide Class knowing that the information would not be adequately 

protected, and by storing the PII of Plaintiffs and the Nationwide Class in an unsecure electronic 

system . . ..”  (Compl. ¶ 263.)  These allegations lack any reasonable particularity, as Plaintiffs fail 

to allege how the information was not adequately protected other than the fact of the Ransomware 

Attack.  Plaintiffs also cite Cal Civ. Code §§ 1798.82 for “failing to timely and accurately disclose 

the data breach.”  (Compl. ¶ 265.)  However, Canon “circulated an internal alert to their employees 

disclosing the Data Breach” as soon as it was detected and notified current and former employees, 

as well as their beneficiaries and dependents, of the Data Breach once they determined their 

information may have been located on the systems affected by the Ransomware Attack.  (Compl. 

¶¶ 5-6.)  Plaintiffs do not allege how this notice was deficient or in violation of these statutes, nor 

do they allege the damages they suffered as a result of the alleged “unlawful” acts.  The allegations 

are conclusory and boilerplate not sufficient to state a claim based upon an unlawful business 

practice under the UCL. 
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Similarly, Plaintiff Rouse fails the “unfair” prong of the UCL.  The “unfair” prong of the 

UCL creates a cause of action for a business practice that is unfair even if not proscribed by some 

other law.  Korea Supply Co. v. Lockheed Martin Corp., 29 Cal. 4th 1134, 1143, 131 Cal.Rptr.2d 

29, 63 P.3d 937 (2003). Courts use a variety of tests to determine if a business practice qualifies 

as “unfair”: 

(1) whether the challenged conduct is ‘tethered to any underlying 
constitutional,  statutory or regulatory provision, or that it threatens 
an incipient violation of an antitrust law, or violates the policy or 
spirit of an antitrust law,’; (2) whether the practice is “immoral, 
unethical, oppressive, unscrupulous or substantially injurious to 
consumers,”; or (3) whether the practice's impact on the victim 
outweighs ‘the reasons, justifications and motives of the alleged 
wrongdoer.’ 

 
In re Zoom Video Commc'ns Inc. Priv. Litig., No. 20-CV-02155-LHK, 2021 WL 930623, at *23 

(N.D. Cal. Mar. 11, 2021) (quoting Doe v. CVS Pharmacy, Inc., 982 F.3d 1204, 1214–15 (9th Cir. 

2020) (citations omitted). 

Plaintiffs allege that Canon’s actions and practices are “unfair” because of the “failure to 

adequately ensure the privacy, confidentiality and security of the PII that Plaintiffs and the 

Nationwide Class entrusted to Defendants and Defendants’ failure to have adequate data security 

measures in place.”  (Compl. ¶ 264.)  They also allege in conclusory fashion that Canon’s conduct 

was unfair “by failing to take appropriate action following the data breach to mitigate the effects 

of the Data Breach, enact adequate privacy and security measures, and protect the PII of Plaintiffs 

and the Nationwide Class from further unauthorized disclosure, release, data breaches, and theft.”  

(Compl. ¶ 274.)  However, nowhere do Plaintiffs allege any basis for the allegation that suffering 

a Ransomware Attack constitutes “immoral, unethical, oppressive, or unscrupulous” behavior. 

(Compl. ¶ 272.)  Plaintiffs were employees of Canon, and there is nothing “unfair” about an 

employer collecting personal information from its employees.  The fact that a third-party actor 

attacked Canon’s network does not constitute an “unfair” business practice, much less “unfair 
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competition.”  The Complaint also provides no basis for the allegation that Canon “knew that the 

information would not be adequately protected” nor does it specify any potential “money or 

property that Defendants may have acquired by means of their unfair business practices.”  (Compl. 

¶ 277.)  As in the case of Elias v. Hewlett-Packard Co., where the court dismissed plaintiff’s UCL 

“unfair” claim, Plaintiffs here make nothing but “conclusory statements that [Canon’s] alleged 

conduct is unfair, [they] do[] not reference any established public policy that [Canon’s] actions 

have violated or claim that the conduct is immoral, unethical, oppressive, or unscrupulous.”  903 

F. Supp. 2d 843, 858 (N.D. Cal. 2012).   

As Plaintiffs’ barebones allegations fail to sufficiently allege any “unlawful” or “unfair” 

conduct by Canon, Counts Eight and Nine should be dismissed. 

3. Plaintiffs CCPA Claim is Improper 

The California Consumer Privacy Act (“CCPA”) provides a private right of action when 

certain types of individual information are “subject to an unauthorized access and exfiltration, 

theft, or disclosure as a result of the business’s violation of the duty to implement and maintain 

reasonable security procedures and practices appropriate to the nature of the information to 

protect the personal information…”  Cal. Civ. Code § 1798.150(a).  Notably, “[p]rior to 

initiating any action against a business for statutory damages on an individual or class-wide 

basis, a consumer shall provide a business 30 days' written notice identifying the specific 

provisions of this title the consumer alleges have been or are being violated.”  Id.  If the business 

responds that the alleged violations “have been cured and that no further violations shall occur, 

no action for individual statutory damages or class-wide statutory damages may be initiated 

against the business.”  Id.  

Plaintiffs fail to allege that they provided notice under the statute prior to initiating action 

against Canon for statutory damages.  This pleading defect cannot be cured because Plaintiffs did 
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not provide written notice before initiating this action.  Indeed, Plaintiffs’ Consolidated 

Complaint—which includes a prayer for statutory damages—was filed on April 22, 2021, (Dkt. 

22), and Plaintiff Rouse’s Complaint was filed even before that time.  Plaintiff Rouse, the only 

Plaintiff purporting to provide notice under the statute, did not send her notice letter until April 

21, 2021—well after “initiating any action against a business for statutory damages.”  Cal. Civ. 

Code §§ 1798.150(a).  Plaintiffs’ CCPA claim for statutory damages in Count Ten thus fails 

because they filed a class action complaint before providing any notice or chance for Canon to 

cure the alleged violation. 

Even assuming Plaintiff Rouse’s notice was proper, Canon was entitled to cure any 

alleged CCPA violation before Plaintiffs could bring a claim for statutory damages under § 

1798.150(b) of the CCPA.  Although Plaintiffs allege that Canon “failed to ‘actually cure’” the 

alleged violations within 30 days of the notice, (Compl. ¶ 285), such a boilerplate allegation 

ignores that Canon notified Plaintiffs on May 20, 2021 that any alleged violation was cured.  

Moreover, Plaintiff’s Complaint alleges that after the incident, Canon specifically advised that 

“measures were taken to address the incident and restore operations . . . and [Canon] already 

implemented additional security measures to further enhance the security of our network.”  

(Compl. ¶ 43.)  Plaintiffs therefore provide no substance for their “failure to cure” allegations 

that are mere recitations of the statute that lack factual support.  Based on Plaintiffs’ failure to 

meet the requirements of the CCPA, Count Ten should be dismissed. 

Regardless of their failure to meet the statutory requirements of the CCPA or allege any 

damages entitled to relief, the Complaint also utterly fails to allege how Canon violated the 

CCPA beyond the occurrence of the Ransomware Attack. See Willey v. J.P. Morgan Chase, 

N.A., No. 09 CIV. 1397(CM), 2009 WL 1938987, at *4 (S.D.N.Y. July 7, 2009) (“Indeed, 

without providing a factual basis, Willey appears to assert that a violation of the FCRA must 
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have occurred simply because the data loss incident occurred. That sort of ipse dixit pleading is 

insufficient.”)  Plaintiffs provide no detail as to how Canon’s security procedures and practices 

were lacking or violated a duty to implement or maintain reasonable security procedures and 

practices.  Instead, they conclusorily allege that “Defendants knew or should have known that 

their computer systems and data security practices were inadequate” and “Defendants failed to 

implement and maintain reasonable security procedures and practices appropriate to the nature of 

the information to protect the personal information of Plaintiff Rouse and the California Class.” 

(Compl. ¶ 283.)  The allegations that simply mimic back the language of the statute do not 

sufficiently allege a violation of the CCPA.  See Willey, 2009 WL 1938987, at *4 (dismissing 

plaintiff’s FCRA claim where the allegations were no more than a formulaic recitation of the 

elements of the cause of action). 
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CONCLUSION 

For the foregoing reasons, Canon respectfully submits that Plaintiffs’ claims all fail under 

both Fed. R. Civ. P. 12(b)(1) and 12(b)(6).  Canon thus respectfully requests that the Consolidated 

Class Action Complaint be dismissed with prejudice. 

  Dated:  August 25, 2021 Respectfully submitted, 

 BAKER & HOSTETLER LLP 
 
/s/ Eric R. Fish  
Eric R. Fish 
Robyn M. Feldstein 
Baker & Hostetler LLP 
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New York, NY 10111 
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efish@bakerlaw.com 
rfeldstein@bakerlaw.com  
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CERTIFICATE OF SERVICE 
 
 I certify that a true and correct copy of the foregoing MEMORANDUM OF LAW IN 

SUPPORT OF MOTION TO DISMISS CONSOLIDATED AMENDED CLASS ACTION 

COMPLAINT was served on this 25th day of August 2021, via the Court’s electronic filing 

system on all counsel of record. 

 

 
   /s/ Eric R. Fish    
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